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How to Add a Timestamp with DigiSigner

Assumption:

1. The subscriber has downloaded and installed their PNPKI digital certificates
into their windows key store.

2. The subscriber already knows how to digitally sign PDF files using DigiSigner
and would just like to learn how to add the Timestamping service

If you haven’t, please follow our manual on:

Downloading Signing Certificate with User Generated Password Using Mozilla
Firefox.

Once you have downloaded and backed up your digital certificates, go install
them into your windows key store by following this manual:

How to install your certificate on your windows key store

To learn how to digitally sign PDF filed using DigiSigner, please check our manual:
Digitally Signing PDF with DigiSigner.

What is Time Stamping?
By default, DigiSigner uses the time on the signer’s

computer as the time and date when the signature was
applied.

Timestamping is done to include the time and date from
an authoritative time source to a digitally signed
document.

Note: Since Timestamping will be getting the actual time and date from an
authoritative time source, you will need to have internet access on your
computer to do this when applying your digital signature.
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Adding the PNPKI Timestamping information
to DigiSigner

1. Launch DigiSigner and open the PDF file you want to digitally sign.

[File] Edit View Signature Document Window Help
& open \  File.. CtreO

URL... Cul+U lldate Sgnatures

Close Cirl+ W
Save as... Ctrl+S
Export Texdt...

Document Permussions..

Document Information..,

Prnt Setup... Ctri+ Shift+ P

Print.., Ctrl+P

Exit Cri+Q

O H OOk

2. Click on the Digital Signature button at the top of the page

=
D& O @ E—).L@_f Digital Signature | 7$@2 script signature | (i@ Image Signature| | &2 validate Sign
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3. Click and drag to form a box at the area where you want your digital signature
to appear

4. At the Applv vour signature window, click on the Advanced tab
Apply your signature x

Comma Batch signing
Diiita]]i siincd
r

Date:
2019.01.04
14:07:04 +0800

5. Enter the following information.
Server URL

http://govca.npki.gov.ph:8442 /signserver/tsa?workerName=TimeStampSigner

Policy OID
2.16.608.1.20.1.1

Apply your signature X

Common Advanced Batch signing

Time stamp server settings

I Server URL |http://govca.npki.gov.ph:8442/signserver/tsa?workerNames= I

Account Password Save password

IF"UIiC}rOID 2.16.608.1.20.1.1 I
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6. You can click back to the Common tab if you need to make changes there like
making sure you have the certificate issued by Gov-Signing CA selected. Next
is to click on Sign

Apply your signature x

Advanced Batch signing
Diiiita]li siincd
’

Date:
2019.01.04
14:07:04 +0800
< Generate my own certificate... = Add existing key store...
Windows key store

¥ Issued for valid tll |
® Gov-Signing CA , 20 L

Gov-Authentication CA 0917, 20 i
arance  Standard IR R RS

Certification  No certification v

Reason

Location

Contact

Restore defaults Sign - Cancel

7. When you try to save the file, the file name will automatically have
(signed) added to it so you will know that this is a digitally signed file and you
get to keep the unsigned copy of the file in case you need it later on.
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